MndopmalinoHHas NamMsITKA /Il HeCOBEPILIEHHOJIETHHX 110 BONPOCam
KkuOepbezonacHoCTH
B ceTH «HTepHED

KoMnbioTepHble BHPYCHI
KoMIproTepHelil BUPYC - 3TO pa3sHOBUAHOCTb KOMITBIOTEPHBIX MPOrpamM,

OT/IMYHTENBHOH OCOGEHHOCTHIO KOTOPO# ABNAETCS CHOCOOHOCTh K Pa3MHOMEHHIO |
(xonupoBanui0). B nomonHenwe X ITOMY, BHUPYCBl MOrYT NOBPEOUTH WM
NOTHOCTBIO YHHYTOXHUTE BCe (aibl U JaHHbIE, TOAKOHTPOJbHBIE MOJIb30BATEIIO,
OT UIMEHH KOTOpOro Obina 3amyilleHa 3apax€HHas MporpamMMa, a TakXKe MOBPEAUTh
WM JaX€ YHHYTOXHTb ONEPalMOHHYIO CUCTEMY cO BceMH ¢aitnamu B 1enoM. B
OONBIIMHCTBE CITy4aeB PacHpOCTPaHIAIOTCA BUPYChHI Yepe3 MHTEPHET.

MeTonbl 3aL1HTBI OT BPEIOHOCHBIX NPOTPaMM:

1.  HMcnone3y#i COBpeMEHHbIE€ ONE€palliOHHBIE CHCTEMB], HMEIOILHE
CepbE3HBIH YPOBEHD 3alUThl OT BPeAOHOCHLIX POrpaMM;

2. TlocrosHHo ycraHaBnuBaii maryx (LMGpOBBIE 3aIUIATKH,
KOTOPBI€  aBTOMATHYECKH YCTAHABJIUBAIOTCA C LENbl0  JOpaboTKH
NporpaMMel) M Apyrde OOHOBIECHHSA CBOEGH ONEPALMOHHOH CHCTEMBL.
CxauuBaii UX TOnbKO ¢ oduuHaibHOro caiita paspaborunka OC. Ecnu
CyLUIECTBYET PEXXHM aBTOMATH4YECKOI'0 OOHOBIIEH!S, BKIIIOYH €r0;

3.  PaGoraii Ha cBOEM KOMIBIOTEpE IOJ [TPaBaMH NOJB30BATENs, a
He aJMHMHUCTpATopa. OTO HE MO3BONUT OOJBIIMHCTBY BPEIOHOCHBIX
[porpaMM MHCTAJUTMPOBATBCA Ha TBOEM IIEPCOHAIBHOM KOMIIBIOTEDE;

4.  Hcnone3yi aHTHBMPYCHBIE NPOrpaMMHbIE IIPOLYKTH! H3BECTHBIX
NPOM3BOJUTENEH, C BBTOMAaTHYECKHUM OOHOBJIEHHEM 0a3;

5. Orpanuup Qu3uyeckHii JOCTYN K  KOMIIBIOTEpY  JUIA
IOCTOPOHHUX JIHLL;

6. Hcnonb3ydl BHeIIHWE HOCHTENH HHQOpMalMH, TaKHe Kak
dnemka, auck wund ¢ain u3 MHrepHeTra, TONBKO K3 IPOBEPEHHBIX
HUCTOYHHKOB;

7. He ortkpeiBaii xommbloTepHble (aiinel, MNONyYEHHBIC U3
HEHaAEXKHBIX HCTOYHUKOB. Jlaxxe Te (paiinpl, KOTOpBlE MNpHCIal TBOH

3HaKOMBIH. Jlyylie yTOYHH y HEro, OTIpaBIIAI JI1 OH TeDe UX.




Cern WI-FI
C nomompio WI-Fi MOxHO mony4yurs GeCIUIaTHBEIM HHTEPHET-IOCTYNI B
, OOILLIECTBEHHBIX MecTax: Kade, OTeNsaX, TOProBbIX LEHTpax u aspornoprax. Tak xe f
ABJISETCA OTJIMYHOH BO3MOXHOCTBIO BbIXoJa B MHTeprner. Ho MHoOrme sxcreprst r
CUHMTAIOT, 4yTO obmenocrynneie WiFi ceT He ABIsIOTCS 0€30MacHbIMH.

Cogerbl no 6ezonacHocTn paborsl B 06menoctynubix cerax Wi-fi

1. He nmepemaBali CBOIO JHMYHYI0 HHpOpMaLHUIO  depes
obmenocrynHele Wi-Fi cern. PaGoras B HMX, XejnaTellbHO HE BBOJIMTEH
HapoJIy OCTYNa, JIOTUHBI U KaKHe-TO HOMepa;

2.  HWcnone3yli u OOHOBISAH aHTUBUPYCHBIE IMPOrpaMMBl U
Opanamayap. Tem cambiM ThI 06e30macHIls cebs OT 3aKa4YKK BUpYca Ha TBOE
YCTpOHCTBO;

3. Ilpu wucnons3oBanuu Wi-Fi orkmoun ¢yukumo «OOmmit
RocTyn K dainam v npuHTEpam». JlaHHas QYHKIHUs 3aKphITa [0 yMOJIYaHHIO,
OJJHaKO HEKOTOpble IOJb30BaTeNIH aKTHBUPYIOT e€ mansg ypmoOctBa
UCTIONIb30BaHUsA B pabote unu yuebe;

4. He wucnomp3ydi ny6muunetd WI-FI jusa mepenayd JMYHBIX
JAHHBIX, HAaNpUMep, AJsA BbIXOJa B COLHAIbHBIE CETH UIH B JIEKTPOHHYIO
HOUTY;

5. HUcrnonb3y# Tonpko 3amuineHHoe coenuHenue yepes HTTPS, a
He HTTP, 1.e. npu Habope BeG-aapeca BBoaH HMEHHO «https://»;

6. B mob6unpHOM Tenedone otkmoun dyHkuuio «Ilogxmoyenune K

Wi-Fi aBromaruyecku». He nomyckaii aBTOMaTHYecKOro MOJKIIOYEHHUS

ycTpo¥icTa Kk cerasM Wi-Fi 6e3 TBoero cornacus.

CounannHble CeTH

CounanpHas CeTh - 3T0 CaliT, KOTOPHIH MPeJOoCTaBIAeT BO3MOXHOCTD JIFOIIM
OCYLIECTBIATh OOLIeHHe MexAy coboii B uHTepHeTe. Yamie BCero B HUX A
3 Ka)KZ0ro YesioBeKa BBLIEIAETCS CBOS IMYHAs CTPAaHHYKa, Ha KOTOPOH OH YKa3bIBaeT

i 0 cebe pa3uyHyl0 MHQOpMAaLHIO, HAYMHAas OT UMEHHU, QaMHIIMM M 3aKaH4YMBas

JMMYHBIMH PoTorpadusmu. MHOTHe OJb30BaTENM HE IIOHUMAIOT, YTO HH(pOpMaLu,
pa3sMelleHHas UIMHU B COLIMAIBHBIX CETAX, MOXKET ObITh HaliieHa ¥ HCIIOIb30BaHa KeM

yroaHo, B TOM 4HUCJIC HE 00s3aTeNbHO ¢ Oj1aruMu HaMECPCHUSAMH.

OcHoBHbIE COBeThHI MO 0€30NMACHOCTH B COUHAJBbHBIX CCTHX!



https://%c2%bb

1. Orpanuyb cnucok apyseid. ¥ TeOs B Ipy3bsiX HE JOKHO OBITH
CIIy4aiHbIX ¥ HE3HAKOMBIX JIIOJEH;

2. 3ammiad CBOKW YacTHylo Xu3Hb. He ykaswiBail mnapoin,
TenedoHsl, agpeca, 1aTy TBOEro pOXASHHUS U APYTYIO JTUYHYIO HHPOPMALHIO.
3MOYMBILIIEHHHKH MOTYT HCIIONB30BaTh AaXe HHQOPMALHUIO O TOM, KaK Th
H TBOM POAMTENH INIaHHpYETE MPOBECTH KAHUKYJIBI;

3. amuwail CBOIO penyTaLMIO - AECPXKH €€ B YHCTOTE M 3a]aBai
cebe BOIpPOC: XOTen 6Bl ThI, YTOOBI APYTHE IOJIB30BATENH BUIEIH, YTO ThI
sarpyxaews? Ilogymal, npexae 4yeM 4to-To OnMy6GNHMKOBaTh, HAmucaTh U
3arpy3uTh;

4, Eciy Tl TOBOpHMIUB € JIIOABMH, KOTOPBIX HE 3Haellb, He
UCNONB3YH CBOE PeAIbHOE UM H APYTYIO JTUYHYIO HHPOPMAIINH: HMA, MECTO
XKUTENBCTBA, MECTO y4eObl H Ipovee;

5. WsGeraii pasmewenus ¢otorpapuii B HnrepHere, rae Tl
n300paXkeH Ha MECTHOCTH, II0 KOTOPOHd MOXHO OIpPENETHTs TBOE
MECTOIONOXKEHHUE;

6. Ilpm perucTtpaumum B COLUMAJIBHOH CEeTH HEOOXOAUMO
MCIOJIb30BaTh CNOXKHBIE MAaponH, cocTosmme u3 O6ykB M nudp u ¢
KOJIMYECTBOM 3HAaKOB He MeHee §;

7.  Jlnd coudaysbHOM CeTH, MOYThl M JPYTHX CalTOB HE0OXOZUMO
HCIIONB30BaTh pa3Hele maponu. Torga ecan TeGg  B3IOMAlOT, TO

3JIOYMBIIIUICHHUKH IMOJYYaT OOCTYIl TOJBKO K OMHOMY MECTY, @ HE BO BCE

cpasy.

JJIeKTPOHHDbIE 1CHLIH

ONEeKTPOHHbBIE JEHBIHM — 3TO O4YeHb YHOOHBIHA crocob IuraTexel, 0JHAKO
CYILLECTBYIOT MOLICHHUKH, KOTOPBIE XOTAT OMYYUTh 3TH AEHBIH.

ONEKTPOHHBIE JEHbI'H MTOSBUINCH COBCEM HeJJaBHO M HMEHHO H3-3a 3TOTO BO
MHOTHX roCyAapcTBax [0 CHX TOp He MPOIIUCAaHO NPO HUX B 3aKOHAX.

B Poccuu ke OHYM pYHKLIHOHUPYIOT U O HHX YK€ IIPONHCaHO B 3aKOHE, Ille UX
pas3leNAroT Ha HECKOJIBKO BUIOB - aHOHUMHbIE ¥ He aHOHUMHbIE. PasHuIa B TOM,
YTO QHOHHMMHBIE - 3TO Te, B KOTOPHIX paspelaeTcs NPOBOJHTH omepaunu 6e3
MICHTHGHKALMH [10630BaTENs, @ B He aHOHUMHBIX HICHTH(HUKALIMY [TOJb30BATEN]

SIBIISIETCS O0s3aTENIBLHOA.




Taxxe chnenyer pasauyaTe O3JeKTpOHHble (GHaTHBIE IEHBIH (paBHEI
rocyJlapCTBEHHBIM BajllOTaM) H JJIEKTPOHHblE HeduaTHble JeHBrH (HE paBHBI
rOCYAapCTBEHHBIM BaIOTaM).

OcHoBHbIe cOBeTbI 1O Ge30NacHOi paboTe ¢ JIEKTPOHHBIMH A€HLIAMH:

1. Tlpussixu x cyeTy MOOHMIbHBIH TeneoH. ITO caMbIil YIOGHBIH 1 .
OBICTPBIN CHOCO6 BOCCTaHOBUTH AOCTYIN K cuery. IIpuBs3aHHEIM TenedoH
TIOMOJKET, €CIH 3a0yAeib CBOH IUTaTeXHbIA NapoJib WK 3aiellb Ha CaliT ¢
HE3HAKOMOT'O YCTPOMCTBa;

2. Hcnonesyit opHopasoBele mnapond. Ilocie mnepexoma Ha
YCHICHHYIO aBTOpH3aLHIO Tebe yxke He OyneT yrpoxarh ONacHOCTb KpaXKH
WIM [lepexBata IUIaTeXHOIro MapoJis;

3. Beibepu cnoxubiit mapons. [lpectynHukam GygeT He IpoOCTO
yrajgarb CJIOXHBIM naposib. HanexxHsle mapojii — 3TO NapoiH, KOTOpBIE
COJiep’KaT He MeHee 8 3HAaKOB M BKIIIOYAIOT B ce€0s CTPOUYHBIE U MPONUCHBIE
OykBbl, LH(GPBl U HECKOJbKO CHMBOJIOB, TaKHe KaK 3HaK AoJU1apa, (PpyHTa,
BOCKJIMLIATeIbHBINA 3HaK U T.1. Hanpumep, StROng!;;

4, He BBOaM cBOM nHYHBIE OaHHBIE HAa cCaiTax, KOTOPbIM He

JOBEpAEIb.

JJeKTPOHHAS MQYTA
DNEeKTpOHHAs [0YTa — 3TO TEXHOJIOTUA H NPEeJOCTaBIsIEMbIE €10 YCIYTH IO

MIEpEChUIKE U NOMYYEHHIO IEKTPOHHBIX COOOILEH I, KOTOphble paclpeleAloTcs B
KOMIIBIOTepHON ceTH. OOBIYHO JJIEKTPOHHBIA IOYTOBBIA SALIMK BBIMIAOUT
CIEYIOMUM 00pa3oM: UMs_Iob30BaTens@ums_noMeHa. Takxke KpoMe nepefadu
NPOCTOTO TEKCTa, HMEETCS BO3MOXXHOCTD IiepeaaBaTh aiibl.

OcHoBHbIE cOBeThI N0 Ge30nacHoil paboTe ¢ 31eKTPOHHOMH NOYTOIA:

1.  Hapo BbiOpaTh mpaBHIbHBIA NOYTOBBIA cepBuc. B MHTepHerte
€CTb OrpOMHBIH BBIGOp OecCIulaTHBIX NOYTOBBIX CEPBHUCOB, OJHAKO JydYlle
JOBEPATH TEM, KOro 3HaeLlUb M KTO NIEPBBIA B pEHTHHTE;

2. He yxaspiBaifi B JHYHON IouTe JHYHYI0O HHPOpPMALHIO.
Hanpumep, ny4me BbiOpaTh «My3bIKanbHBIH (haHaT@» HIH «pok2013»
BMecCTO «TeMmal3n;

3. Hicnonp3yii ABYXdTanHylO0 aBTOpHU3aLHI0. DTO KOIJa INOMHMO

[1apoJisi HY)KHO BBOOUTH KOJ, IIpHChUIaeMslil 1o SMS;




-

4.  Bribepn cnoxsblfi mapons. J[if Kaxaoro IOYTOBOro sIHKa
JIOJKEH OBITH cBoit HaAEXHBIH, YCTOHUMBEIH K B3JIOMY Napob;

5. Ecnu ecTp BO3MOXHOCTH HAmUCaTh CaMOMY CBOH JIHUHBIH
BONpPOC, UCNOJIb3yH 3TY BO3MOXHOCTE,

6. Hcnons3yil HeCKONbKO IOYTOBBIX SIIMKOB. IlepBbIii mams
YaCTHOM TMEPENUCKH C aJpecaTaMH, KOTOPHIM Thl JOBEpsA€ilb. JTO
3JIEKTPOHHBIN aJipec HE HaJl0 UCIIONb30BaTh PH PETUCTPAllU Ha PopyMax H
caiTax;

7.  He orkpsiBail ¢aiinsl ¥ Apyrue BIOXKEHUS B HCHMaXx Jaxe ecli
OHH INpHUIUIMA OT TBOUX Apy3eil. Jlydine yTOUHH y HHMX, OTIIPaBISAIU JIU OHH
tebe 3TU Qaiisl; _

8. Ilocne oxoHyanuss pabGoThl HAa NOYTOBOM CepBHCE Iepexn

3aKpBITHEM BKJIQIKH C CAaTOM He 3a0yap HaxaTh Ha « BBIATHY.

Kn6epOy /JUINHI HJIH BHPTYa/ibHOE H3/1eBATEILCTBO
Kubepbymnmuur —  mpecnenoBaHue  COOOIICHHSIMH,  COAEPXKAIHMHM

OCKOpOJIeHH S, arpeccHio, 3aITyTUBaHUeE; XYJIHUTaHCTBO; COUHAIbHOE
60iKOTHpOBaHHE C MOMOILBIO Pa3IHYHbIX HHTEPHET-CEPBHCOB.
OcHoBHbI€ coBeThI 110 6opble ¢ kHGEepOYNITHHIOM:
1.  He 6pocaiics B 60if. Jlyumuunii coco6: mocoBeToBaThCs Kak cebs
BECTH M, €ClId HEeT TOro, K KOMY MOXHO OOpaTHTbCs, TO BHayaje
ycnokouTbes. Ecnu Tl HauHeIb 0TBeyaTh OCKOPOICHUsIMH Ha OCKOPOIeH S,
TO TOJIBKO elle GOoJIbIIE pa3oiOKeIb KOHGIIHKT,;
2. VYnpapnsii cBoelt kubeppemyTaluei;
3. AHOHMMHOCTP B ceTH MHMMag. CyllecTBYIOT CHOCOOEI
BBISICHUTbH, KTO CTOUT 332 aHOHUMHBIM aKKayHTOM;
4. He crour BecTH XynuraHckudl oOpa3 BHpPTYalIbHOH H3HH.
HHTepHeT QUKCHpYeT Bce TBOU AefCTBHUS U COXpaHAeT UX. Y AaIUTh ux 6yaer
KpaiiHe 3aTpyAHUTEIBHO;
5. Benu cebs BeXIIHBO;
6. HUrnopupyii € IMHUYHBIH HEraTus. OnHopa3oBblie
OCKOpOHTENbHble COOOLUEHHs Iydlne HUrHOpHpoBaThb. OOBIYHO arpeccHs

IpeKpalaeTcs Ha Ha4YalbHOH CTa/luH;




7. bam arpeccopa. B nporpaMMax oOMeHa MrHOBEHHBIMH
COOOLICHUSAMH, B COLMAIBHBIX CETAX €CThb BO3MOXHOCTH OJIOKHPOBKH
OTNPAaBKH COOOIIEHHH C ONpe/ieIeHHBIX alpeCcoB;

8. Ecam T1Bl cBuAerenb kuOepOymmuura. TBoM AeHCTBHS:
BBICTYIIMTh IIPOTHB MpeciefoBareNs, NOKa3aTh €My, YTO €ro JeHCTBUA
OLCHUBAIOTCA  HEraTHMBHO, MOAAEPKAaTh KEPTBY, KOTOpOi HyXHa
[ICHXOJIOTHYECKas IOMOIb, COOOLIMTH B3POCHBIM O (paKTe arpecCHBHOIO

MMOBCACHHUSA B CCTH.

Mo6OnabHbiii TesedoH

CospeMenHbie cMapT¢OHBI U IUIaHIIETH COAEPXKAT B cebe BIOJIHE B3POCIIbIid
GyHKUMOHAN, W Temepb OHH MOIYT KOHKYypPHpPOBaTb CO CTalHOHAPHBIMH
KoMnbroTepaMu. OfHAKO, CpEACTB 3alUMUThI IIA NOJOOHBIX YCTPOMCTB HOKA OUYeHb
Majio. TecTHpOBaHUE U NIOUCK YA3BUMOCTEH B HUX IIPOUCXOANUT HE TAK MHTEHCHBHO,
Kak Juis 1K, To xe caMoe kacaercss ¥ MOOUIIBHBIX MPHJIOKEHHH.

CoBpeMeHHBIe MOOWIIbHBIE Opay3epbl yxXe IpaKTHYeCKd JOTHaIH
HACTOJIbHbIE AHAIOTH, ONHAKO pAaCIIMpeHHe (QYHKUMOHANa BiEe4eT 33 coboi
OONbUIYIO CII0KHOCTH M MEHBIIIYIO 3aIHIIEHHOCTD.

Janeko He Bce NPOU3BOAMTENH BBIMYCKAIOT OOHOBJIEHHS, 3aKpbIBAIOLIME
KPUTHYECKHE YA3BUMOCTH VIS CBOMX YCTPOHCTB.

OcHoBHbBIE COBeTHI 111 6e30nacHOCTH MOOGHIIBLHOTO TeJledoHa: ‘

1. Bynp octopokeH, Beap koraa Tebe npepsararor OecrnaTHBIN

KOHTEHT, B HEM MOT'YT OBITh CKPBITHI KaKHe-TO IIaTHBIE YCIYTH;

2. Jymaii, npexnge 4eM otnpaButh SMS, ¢oto wiu Buzeo. Tel

TOYHO 3HAEIIb, TAEC OHH OYIyT B KOHEYHOM HTOTE?

3. Heobxomumo OOCHOBIATH OINEPAUHOHHYIO CHCTEMY TBOETO
cmapTdoHa;
4.  Hcnonwp3yil aHTHBHPYCHBIE @pOrpaMMbl i MOOMIBHBIX

TeJIe(pOHOB;

5. He 3arpyxaii npHJIOXeHHsA OT HEU3BECTHOTO UCTOYHHUKA, BEAb

OHH MOTYT COJIepKaTh BpeJJOHOCHOE NpOrpaMMHOe 0OecrieueHue;

6. Ilocne Toro kak THl BeIAJENIb C CaiiTa, rZle BBOAHWI JHYHYIO

HHOpMaLHIO, 3aiiIu B HacTpoHKU Opay3epa U yaainH cookies;

7. Ilepuognvecku IpoBeEpA KaKue IUIATHBIE  YCIYTH

AKTHUBHPOBAHBI HA TBOCM HOMEPE,




8. [aBaii cBoii HOMep MOOMJIBLHOro Tele(oOHA TONBKO JIOJIAM,
KOTOPBIX THI 3Haelllb H KOMY JOBEpAEIb;
9. Bluetooth pomkeH OBITh BBIKJIOYEH, KOTJa Thl HM He

none3yewbcesd. He 3a6biBait HHOTJa MPOBEPSATH 3TO.

OUHWHHT HIH KPAXkKa JIMYHbIX JaHHbIX

InaBHas uens ¢ummHr - Buaa VIHTepHeT-MOIIEHHMYECTBAa, COCTOMT B
MOJY4YeHUH KOHQHIEHUHANBHBIX AaHHbIX MMOJIb30BaTelieii — JOrMHOB M Iapojei.
Ha anrnuiickom s3pike phishing uurtaercsa kak ¢umuHr (ot fishing — psiOHas
JNIOBJIs, password — MapoJik).

OcHoBHBIE coBeThI 10 Goph6e ¢ pHIMHIOM:

1.  Cnenm 3a cBOoMM akkayHTOM. Ecni THI IToto3peBaeiib, YTO TBOS
aHKera Obula B31OMaHa, TO HEOOXOAHMMO 3a0JIOKMpOBAaTh €€ H COOOLIHTH
aIMHHHCTpAaTOpaM pecypca 00 3TOM Kak MOXHO CKOpee;

2. Hcnonw3yiéi 6e3omacHble BeO-caliThl, B TOM YHCJE, HHTEPHET-
MAara3uHOB U MIOMCKOBBIX CHCTEM;

3.  Hcnonb3yii clnoxHBEIE H pa3Hbie MapoiH. TakuM obpa3oM, eciu
Te6A B3NOMAIOT, TO 3JIOYMBINUICHHUKH IOMy4YaT JOCTYI TONBKO K OJHOMY
TBOEMY IIPOQUIIIO B CETH, a HE KO BCEM;

4, Ecnu Te6s B3nomainu, To He00OX0AMMO NpeAyIPeUTh BCEX CBOMX
3HaKOMBIX, KOTOpbIe JoOaBleHb! y TeOst B APY3bAX, O TOM, YTO TeOs B3IOMaNu
W, BO3MOXKHO, OT TBOero MMeHHM OyaeT pacchlIaThCs CIlaM M CCBHUIKH Ha
(GHILMHIOBBIE CANUTBI; 5
5. VYcranoBu HagexHbd naposib (PIN) Ha MOOHIIBHELH Tene@oH;
6.  Otkmoun coxpaHeHUe mapois B 6paysepe;

7. He otkpriBaii ¢aitnel U gpyrue BIOXXEHHs B NHCbMAaxX JaXe €CIIH
OHH NPHIIM OT TBOMX Apy3eH. JIyullle yTOuHM Y HHUX, OTIPABISJIH JIM OHH

Tebe 3TH ainbl.




OEJEPAJIbHAA CJIVXXBA 10 HAJI30PY B COEPE CBS3H,
HMHOOPMAIIMOHHBIX TEXHOJIOIU1 U MACCOBBIX
KOMMYHHUKALIMA
(POCKOMHA/I30P)

YIIPABJIEHHUE I10 3AINUTE ITPAB CYBBEKTOB ITEPCOHAJIbHbIX
JAHHBIX

HHceTpyKUHs AesTeAbHOCTH paGoyei rpynnsl MoJioaeskHOH najgarsbl
Koncy1bTaTHBHOrO coBeTa NpH Y NOJTHOMOYEHHOM OpraHe no 3auldTe npas
cyOBEKTOB NePCOHAILHBIX AaHHbIX «BosionTepckoe nBuxenne MosioaexkHoi
NaJaThl N0 MOHHTOPHHTY HHTEPHET-PeCYpPCOB HA NPEeAMET HAJHYHSA HA HHX

KOHTEHTa 0yJNIHHIOBOro colepaKaHUM) MO0 BbisiBJIEHHIO HHTEPHET-PecypcoB ¢
HHpopMauHel OYITHHIOBOro coAep:KaHHs
(nanee — PaGouas rpynna MosiogexHoil najnaThbi)

Mocksa 2018




Kak  u3BecTHO, CyllecTByeT HECKOJABKO  BHIAOB  OCYLIECTBJICHUA
NECTPYKTUBHOI'O BIVSHUSA Ha MONL30BaTeNs B ceTH «VIHTEpHET» ¢ LIeNbIO HAHECTH
eMy ncuxosioruueckuii yuep6. Hanbonee pacnpocTpaHeHHBIMH U3 HHX SBJISIOTCS
KuOepOyJUTMHT, KHOEPTPOJUTHHT, KHOEepay THHT, KHOEPCTAIKHHT .

B Hacrosmed MWHCTpyKUMH ONHMCaH MEXaHU3M pEarHpoBaHHUs YJICHOB
MonogexHoi nanatel KOHCYIbTaTUBHOrO COBETA NMPH YIIOJIHOMOYEHHOM OpraHe
IO 3alIMTE NpaB CyOheKTOB EPCOHANIBHBIX JJAHHBIX B CIydae 0OHApyXEHUH HMH B
cetu «MHTEpHET» HHOOpMaLIMK, COfiepXKalllel MpU3HaKky OYyJUIHHTA.




JECTPYKTHBHOE BO3JEHCTBHE HA IMYHOCTD B CETH
«MHTEPHET»: BU1bI U OTJINYUS. KUBEPBYJIJINHTI:
XAPAKTEPHCTHKHN 1 OCHOBHBIE THIIBI

Knb6epOynnnnr, kKn6epTposuIHHr, KHGEepayTHHI, KHOEPCTAJIKHHT:
NOHATHA H OTIHYMA. |

I'oBopst 0 cTONb GNM3KUX MOHATHAX, Kak KUOepOYIUTHHT, KHOEPTpPOJIIHHT,
KuOepayTUHT, KHOEPCTaJKHMHI OTMETHUM, YTO KJIKOYEBHIM OTIHYHEM SBJISETCS
ONpelesieHHe LeNnHd, KOTopas JIeKHT B OCHOBE COBEPIIEHUS  TaKHX
NICUXOJIOTU4ECKUX MaHUITYJISIIHH.

OCHOBHOM LeNbl0 KHOEPTPOJUIHHTA SABJISAETCS OCYIIECTBICHHE MPOBOKALIUH
NONB30BaTENIeH,  HalpPaBICHHOH  Ha  BO3HHKHOBEHHE  CIIOpa  MEXIY
0/1b30BaTENSIMH, KOTOPBIE H3HAYAIbHO NPUAEPKUBATHUCH OIHOM MO3UIUH, UM HA
3CKaJIalMI0 KOMMYHHUKaTUBHOTO KOH()JIMKTa MEXAY MOJIb30BATENIMH.

Lenu xubepOymnmunra U kubGepayTHHra 3aKJIIOYalOTCS B OCYHIECTBICHHH
TPaBJIM N10JIH30BAaTeIs 110 Pa3HBEIM OCHOBaHHUAM.

KubepOynnmuHr nmnpenmonaraeT OCYIIECTBICHHE TIPYNIOH  JHL, €€
MpeNCTaBUTENSIMHU TPaBJIH OJHOTO TMOJB30BaTeNs B pa3nuyHod ¢opme U 1o moboit
NpHYMHE:  TIOJIOBO3PACTHBIE  XapaKTePUCTHKH, HalMOHajbHasd,  pacoBad,
peTUrHo3Has MPHHAIIEKHOCTD U T. ..

Kubepaytunr npencraBnser coboii BuA kubGepOy/ulHHra M Inpeanonaraet
coboif pa3srnauieHde WHPOPMaNHKM O CEKCyanbHOH OPHEHTAMM M TeHJEpHOH
MJCHTUYHOCTH JPyroro 4enoBeka 0e3 ero Ha TO COIVIACHS, YTO B UTOIe MOXKET
NPUBECTH K TpaBJie I10JIb30BaTeNs C HETPAAUIIUOHHBIMH B3I IaMH.

KubepcrankuHr npeacrapnser coboit Haubonee xecTKyio GpopMy npeccuHra
B MlHTepHETE, KOTOpast HampapJieHa Ha Mpeciief0BaHHe, CIIEXEHHE 3a )KEPTBOH.

KubepcrankuHr XapakTepu3yeTcsl aKTHBHBIM 3a0pachiBaHMEM JKePTBBI
uHbopMaLHeH IICeBAONIO3UTHBHOTO WIIH KOMIIPOMETHPYIOUIETO COAEPXKaHHS.

Takum o00pa3oMm, IO CBOedl CyTH KHOEpCTaJKHHI IpelcTaBisieT coOoi
Hauboliee arpecCUBHBIA BapHAHT ICHXOJIOTHYECKOI0 BO3AEHCTBHUA W, 3a4acTylo,
CTaHOBMTCS CJIEICTBUEM KUOepOy UIHHTa.

Ku6epOyaiHHr: oCHOBHblE XapaKTePHCTHKH KHOepOyJ /IJIHHIa H €ro THNbI
OCHOBHBIMH XapaKTePHUCTHKaMU KUOepOyTHHTa SIBIISIOTCS:
- HEOJJHOKPATHOCTh W/MJIH TIEPHOAUYHOCTH OCYILECTBIEHHS JECTPYKTHBHBIX
JEHCTBUHN B OTHOLLEHHU >KEPTBHI;
- HaJW4Me YMBbICHAa IpPHUHECTH yuepO >xepTBe, Kak IICHXOJIOrHYECKHUH,
MOpaJIbHBIH, TaK U GU3HIECKHUIL;
- HaHECEHHe Bpela,;




- 37I0ynoTpe0OneHHe CBOEH CHIIOH WM BIMSHHEM, NOJIOXKEHHEM B HHTEPHET-
coo0I1IeCTBe.

HccnenoBarenu BBIAENAIOT BOCEMb THIIOB KuOepOyJ UTHHTa:

1. @DEHMHHT TpeAcTaB/sieT co60ii 0OMEH KOPOTKAMH 3MOLIMOHAIBHBIMH
PEILTMKaMH MEXIy AByMs U Oolee JOJbMH, KOTOPBIH NPOUCXOOHT Ha OTKPBITHIX
omankax B cetH «HMHrepHeT» M Gosbllle mMoxoke Ha HH(POPMALMOHHYIO BOMHY
NoJNb30BaTeied, BO3HHKINEH 1O INpHYMHE, HE HMEIOMEH OTHOIEHHSA K
NepBOHaYaILHOMY NpeaMerty obcyxaeHus. Ha nepsblit B3raa, ¢praeiMuHr — 60ph6a
MEXIy PaBHBIMH, HO NpH OINpeNEeICHHBIX YCIOBHUAX OHa MOXET IIPeBPaTHThCA B
HEPaBHOIPABHbIM NICUXOJIOrHYECKUIH TEPPOP.

2. Hanmanky, nocTosHHbIE  U3HYpHTeNIbHbiE  aTakd  (XapacCMeEHT)
NPENCTaBIIAIOT COO0M NOBTOPAIOLIMECT OCKOPOUTENBHBIE COOOIIEHY S, HANpaBJIeHHbIE
Ha XepTBY (HANpPUMep, COTHH CMC-COOGIIEHMH Ha MOGIIbHDIN TeedOH, TIOCTOAHHBIE
3BOHKH), C NEPErpy3Koii NepCcOHalbHbIX KaHAJIOB KOMMYyHHMKauuu. Bcrpegarorcs
Takke B 4aTaX M ¢opyMax, B OHJAHH-Urpax 93TY TEXHOJNOTHIO dYalle BCero
HCTIONB3YIOT TIpUdepbl — Tpymnma HIPOKOB, HMEIOLIMX LENbl0 He mnobeny, a
paspyIlleHHe HIPOBOTO OIbITa APYTHX YIaCTHHKOB.

3. KrneBera npencraBinser coboil pacmpocTpaHeHHE OCKOpPOHTENbHOH H
HenpapauBoi HH@opmauuu. TekcToBble cooOLIeHHs, (POTO, MECHH, KOTOPHIE YacTo
HMEIOT CEeKCYalIbHbIH XapakTep. JXKeprBaMH MOryT OBITH HEe TOJIBKO OTAENbHBIE JIMLIA,
HO M LieNbIH cIicoK L. HanmpuMep, CITy4aroTCst pacCBUIKH TaKUX CITUCKOB, KakK: «KTO
€CTb KTO B IIKOJIE», «KTO C KEM CIHTY, a TAKXK€e CO3/]al0TCH CrelIHATbHbIEC «KHUIH U1
KPHTHKH» € IIyTKaMH PO 3HAKOMBIX. .

4.  CaM03BaHCTBO, NIEpEBOIUIOMIEHHE B OMpe/IeIEHHOE JIMNO 3aKIF0YaeTcs B
NO3HIMOHUPOBAHUY IIpECIIE/IOBaTeNs B JIMLE >KEPTBBI, MCIOJIB3Yys MNMapojib HOCTYIA
XEPTBB K aKKAYHTY B COLUAIBHBIX CETSX, B GIIOTe, MOYTE, CHCTEME MIHOBEHHBIX
CooOlIeHHH, WIH CaMOCTOATENbHO CO3[4AaeT NOANENbHBIH AaKKayHT JEPTBBHl C
QHAJIOTMYHBIM HMKHEHMOM M OCYIUECTBJIAET OT MMEHH IKEPTBbl HETATHBHYIO
KOMMyHHUKanuto. OpraHu3allus «BOJIHBI OOpaTHBIX CBf3ei» IPOHMCXOOHUT, KOraa ¢
ajgpeca (aKkayHTa) >KE€pTBbI, NOAJENBHOrO akkayHra Oe3 ee BeIOMa OTIPABIAIOT
OpY3bsM NPOBOKALMOHHBIE NUCHMA.

5. HanyBartensCcTBO, BHIMAaHHBaHHE KOH(HAEHIHANTEHOH HHPOPMaLMK H ee
pacnpocTpaHeHHe NpeacTaBaser cobo# morydyeHne nepcoHaibHOH HHGOPMAIHH U €€
nybimkauuss B MHTepHeTe MM OCYIIECTBIIEHHE €€ Tepefadyd TeM JIMLAM, i
KOTOpPBIX OHa He NpeAHa3Havanach.

6. Oruyxnenne  (ocTpakusM,  H3OJALMA)  OpPEACTaBIACT  COOOM
OCyIIECTBIIEHHE  IpecienoBareleM (Tpymmoit  mpecienoBareneil) — neHCTBH,
HaIIPaBJIEHHBIX Ha HCKJIIOYEHHE JKEPTBBI U3 TIPOLECCA COLUATLHOTO B3aHMOJIEHCTRHS,
rpynnel. OHnaifH-0TdyKIeHHe BO3MOXHO B JIIOOBIX THNAaX Cpell, TI€ MPHUCYTCTBYET
BO3MOXHOCTbH CO3aHHs NPUBATHBIX YaTOB, ObITh BKJIIOUEHHBIM B YEPHBIH CIHCOK, TO
€CTh BO3MOKHOCTb OBbITh HCK/FOUEHHBIM H3 OHJaifH-cpenpl. OpuoH M3 ¢opM




MNpOsABICHUA Kn6ep-oc1pa1<n3M ABIACTCA TAaKXKE OTCYTCTBHEC OTB€TAa Ha MIHOBCHHBIC
CoO0LUEHHA WIH SJICKTPOHHBIC ITHCbMa.

7. KubepnpecnenoBaHue — CKPBITOE BHICIEXKHBAHHE EPTBBl C LENBIO
OpraHM3alliy HanajeHus, H36UeHUs, H3HACHJIOBAHHUA H T.J.
8. XENnuCIEeNUAroM SBJIETCA ITyOJMKalis, pacnpoOCTpaHEHHE B CETH

WHTepHeT BHNEOPONMKOB C 3amMMCSIMM peanbHBIX CHEH Hacwiusi Oe3 coriacus
KEPTBHI, KOTOphle pasmemaoT B ViHTepHere. HaunHasch Kak HIyTKa, XEMMUCIEHHHT
MOXET 3aKOHYHTHCS TParH4eCKH.




BBISIBJEHUE KOHTEHTA BYJUIMHITOBOI'O COJAEPKAHUS: TIE
BCTPEYAETCS], KAK PACIIO3HATbD, UTO AEJIATH WIEHY
MOJIOAEXXHOM ITAJIATHI ITPH OBHAPYKEHUH NOAOBHOM
HHOOPMAIINHA

Ku6epOyanunr: rae Berpevaercs?

ns ocyliecTBienys KHO6epOyIUTHHTa HCIIONMB3YIOTCS CESAYIOIIHE IUIOMAIKH U
BO3MOXHOCTH:

- MOOWIbHas CBA3b (CMC-COOOILIEHH S );

- MOOHIIBbHEBIE MpHIOXKEHHs 1 MecceHmkepbl (What’s App, Viber, Instagram
Badoo u T.1.);

- 9aTel U QopyMsl B ceTu «HTepHET»;

- 3JIEKTPOHHAs Mo4Ta (pacchliika COOOLIEHHM );

- conpanbHble cetH (BKonTakre, Facebook u T.4.);

- CEPBHUCHI BUJIEOXOCTHHT A,

- UTPOBBIE CAHTHI ¥ BUPTyaJlbHbIE HTPOBBIE MHPBI.

CpenM mpencTaBleHHBIX IUIOIIAJOK, MO JaHHBIM HccnemoBanus 2014 rona
xomnaniu Pew Research Center B 2014 roay naubonee yacto KuOGepOYIIMHI
BCTpeYaeTcs Ha IUTONIaKaXx:

- COUHAJIBHBIX ceTei (66% OIpolLueHHBIX I0JIb30BaTENEH);

- pa3zesl KOMMeHTapueB Ha caitax (22% nonp3oBareneil);

- oHnaiH-Uurpsl (16% nons3oBareneit);

- iepcoHanbHas e-mail pacceuika (16% mnons3zoBareneii);

- oHnaitH-¢popymsl (10%);

- caitTel 3HaKOMCTB (6%).

Ilpyu 3TOM >KEHIMHBI H JEeBYLIKH Yallle CTAIKUBAIOTCH ¢ KHOepOy/UITMHIoM B
COLHAJIBHBIX CETAX, a4 MYXXYUHBI, B OCOOEHHOCTH, MOJIOAblE MY>XYHHBI - 4alle
YIIOMHHAIOT OHJIaHH-UIPBl B Ka4eCTBE IUIOHIAZKH, HA KOTOPOil OHHM CTAJIKHBAaJIHCh
¢ KubepOyTHIOM.

Kak pacnosnatb knGepOy/JiHHT

Jlioboe yHH3HTENBHOE, OCKOpOHTENBHOE, yrpojkawoulee 06e30MacHOCTH
yejioBeKa CooOllleHHe, a Takxke BHJAeoQparMeHTs, (OTOM300paXeHH,
pasMmellieHHbIe B ceTH «MHTepHeT» 6e3 cornacus XepTBBI, 0 CBOEH CyTH, MOXHO
OTHECTH K KHOepOy LTHHTY.

Taxxe K siBieHHIO KuOepOyNIMHra OTHOCHTCS CO3JAaHHE IOAAEIBHBIX
nmpo¢uied  MONb30BaTeNsd, HHTEPHET-DECYPCOB,  NEATENBHOCTH  KOTOPBIX
HalpaB/ieHa Ha OYEPHEHHE MOTEHUUANBHOMN JKEPTBBI.




Jnsg noHMMaHuss CyTH sBieHUA KubepOyiIMHra OTMETHM, 4YTO €ro
Y4aCTHHKaMH SBIAIOTCS CIEAYIOLIME JIMIA, MeXIY KOTOPBHIMH paclpeaelieHb
poJIeBble TO3HLINH:

- arpeccopa (00U aYHKa);

- XepTBHI (MaCCUBHOH WIIH arpecCHBHOM);

- CBHAETENS,

- 3aIIIMTHHKA (HeoOsA3aTeNbHBIH 21€EMEHT KOMMYHHKALIHH ).

Ilpumepn! CHTYanHi, ONHCBIBAEMBIX KePTBAMH KHGepOY/VIMHIa B IEMOHCTPHPYIOIMMX
HaJn9He B c000meHnnAX (HepeHucke) HH(popManuu 0y VIHHIOBOI0 COXEPHKAHHS

-«Mou ¢dotorpaduu, KoTopsie s BEIKIaAbIBAIA B IPYNNY AN HOXYIAECHHS,
Koraa MHe Oblio et 13, BCIUTBUTH, KOTAAa MHe Obuto 15, MeHs mamamnpoaann
3TUMH QoTorpadpHIMUY;

- «Moii OBIBIIMI NapeHb YrpoXXall BEUIOXHTH MO HHTUM-(oTo B UHTEpHET,
H €ro Apy3bs BUAENH 3TH GOTON;

-«Sl crankuBancs c ockOpONEHHAMH B KOMMEHTapUAX Ha pa3Hble TEMBI B
PasHBIX COODIIECTBAaX OT COBEPHIEHHO HE3HAKOMEIX MHE JIFOAeH H3-3a TOro, YTO HX
TOYKA 3pEHUS HE COBIIAJIAET C MOEi»;

-«He3HakoMblit yeNloBeK CTajl mUcaTh MHE B COLHANILHOMN ceTH «BKOHTaKTe».
IMpucenan GoTo yOMTHIX >KHBOTHBIX M HHBAJIHAOB, IOBOPWI, YTO 3TH (oTo
KpacuBee MEHM;

- «bonbie roga Hafxo MHOH H3EBaIUCh OTHOKJIACCHHKHM H Malb4YMKH Ha 2
roga Miajame, oHd BbIKIanpBamd B CeTH YHIXaroUide BHIEO, TAe IMyOIudHO
003bIBAIM M HACMEXANUCh, MUCAH B JHYHBIE COOOIIEHHS, YTO S MPOCTUTYTKA H
T.I., XOTA 3TO HENpaBaa»;

- «/1BO€ OIHOK/IaCCHHKOB JJOYePH OCTABH/IM O HEif KOMMEHTapUH, HMEIOLIHe
cekcyalbHbIi xapaktep. OHH onyOIuKOBaNIH UX Ha pecypce Nettby»;

- «Manpumk BcTpevasncs ¢ AeBouKoii, u Ha Facebook ero mexoropoe Bpems
TIOIUBAJIU IPA3BION.

AJropuTM™ AelicTBHH 4i1eHOB MoJ104€KHOM NaJaThl NPH BbiSIBJICHHH
KOHTEHTA OYJJIMHTOBOr0 COlepPXKAHHUS

Ilpn BbLIBNIEeHMH HHGOpMaLUHM, comepkamiedi Mpu3Haku OyanuHra B
COLIMAIBHBIX CETAX, WieHy MononexxHol nanarsl He0OX0aUMO:

1. M3roTOBHTH CKPHHILIOT HHTEPHET-CTPAHHUIIBI, HA KOTOpPOH pa3MelleHa
MHGOpPMalMs TaKOrO COAEPXKaHHs (Ha CKPHHILOTE JOJKHBI OBbITh YKazaHsl: URL-
aJpec HHTEPHETC-CTPAHHUIIB, 1aTa H BPEMs U3rOTOBJIEHHS CKPHHIIOTA);

2. ofparutbcs B aapec aAMHHHCTPALHM COI[MAIBHOM CeTH, Ha KOTOpOH
pasMelleH NoAOOHBIH KOHTEHT:

- BKoHTakTe:




Wnctpykuus: https://vk.com/support?act=faqs&c=3&i1d=8842,

®opma obpamenus: https://vk.com/support?act=new& from=h&id=8842;

- Facebook:

Huctpyxumsa: https://ru-ru.facebook.com/help/reportabuse,

®opma obpameHus:

https://ru-ru.facebook.com/help/contact/274459462613911

- Instagram

HHcTpykius:

https://ru-
ru.facebook.com/help/instagram/192435014247952?helpref=faq_content,
https://help.instagram.com/443165679053819%helpref=page_content,
https://help.instagram.com/446663175382270%helpref=faq_content,

®dopma obparreHus:

https://help.instagram.com/contact/383679321740945%helpref=faq content,

https://help.instagram.com/contact/584460464982589%helpref=faq_content

- Twitter

HucTpykuums:

https://help.twitter.com/ru/rules-and-policies/twitter-report-violation,
®opma obpatmeHus:

https://help.twitter.com/forms/moment_reporting,
https://help.twitter.com/ru/safety-and-security/report-a-tweet,
https://help.twitter.com/ru/safety-and-security/report-abusive-behavior

3. mpoBecTH aHaJMM3 TaKOro COOOIIEHHsA Ha IPEAMET HAIMYAA B HEM
IEPCOHABHBIX JAHHBIX ¥, B CIy4ae HX HAIMYUA, HAapaBHTh WHQOPMALIMOHHOE
nuceMO B anpec PockomuHan3opa (o6pasen muceMa mpuiaraetca — [Ipuioxenue

1).

INpu BeisABNEHNH HHGOPMALIUH, coliepkalileit MpU3HaKky Oy/UIMHIa, HA HHBIX
MHTEpHET-pecypcax, WieHy MooexxHoi nanaTbl He06X0AUMO:

1. M3rOTOBUTH CKPUHILIOT HMHTEPHET-CTPAaHHUIIpl, HA KOTOpOH pa3MellcHa
MH(OPMaLKs TaKOTO colepXkaHus (Ha CKPUHINOTE JOMKHBI ObITh ykazanbl: URL-
aJlpec HHTEPHET-CTPaHULIBI, 1aTa U BPeMs U3TOTOBIEHHS CKPHHILOTA);

2. MPOBECTH aHAJIM3 TAaKOro COOOILIEHHUSA Ha IpeIMET HaJH4usi B HEM
NePCOHANBHBIX AaHHBIX M, B ClyYae UX HaNW4us, HaNpaBUTh MHGOPMALMOHHOE
nuceMo B aapec PockoMmHamzopa (obpasen nucbMa npusiaraercs — IIpunoxenue

2).



https://vk.com/support?act=new&from=h&id=8842
https://ru-ru.facebook.com/help/reportabuse
https://ru-ru.facebook.com/help/contact/274459462613911
https://ru-
https://help.instagram.com/443165679053819?helpref=page_content
https://help.instagram.com/446663175382270?helprefHaq_content
https://help.instagram.com/contact/383
https://help.instagram.com/contact/584460464982589?helpref=faq_content
https://help.twitter.com/ru/rules-and-policies/twitter-report-violation
https://help.twitter.com/forms/moment_reporting
https://help.twitter.com/ru/safety-and-security/report-a-tweet
https://help.twitter.com/ru/safety-and-security/report-abusive-behavior

IIpunoxcenue 1
Obpasey nucoma Paboueti zpynnoi Monoodedicnou
nanramel 6 adpec Pockomnadsopa

Bpuo 3amectuTens pykosoauTens PockoMHam3opa
10.E. KontemupoBy

Vaxxaemsblii IOpuit EBrensesuu!

PaGoueit rpynmoii MojofexHoO# NajaThl B XO0JA€ MOHHTOPHHra HHGOpMAaUHOHHO-
KOMMYHHKAIIHOHHO#H ceTH «HTepHeT» ObUT BhifBIIEH (aKkT pa3MENEeHH Ha HHTEPHET-CTPaHHUIIE
(ykazate URL-agpec HHTepHET-CTpaHMIBI) HHGOpPMaLUH, CoJAepXKalleH
NpH3HAaKH HMHTEPHET-TpaBNd (kubepOy/uiMHra) B OTHOLIEHHM IIONB30BATENA COLMAIBHON CETH

(yxa3arp HazBaHHe COLIMAIILHOM CETH).

Tak, Ha yka3aHHOH HWHTCpHET-CTPaHMIE MOJIB30BATENEM (yka3ath HHK
HOJI30BaTeNs, CCHUIKY Ha €ro akkayHT) pa3sMeLIeHO cOOOMIEHHE CIEXYIOWIEro COACPXKaHHL:
(npouutHpoBath coobmieHHe ¢ OyjuiaHrom). B ykaszaHHOM cooOImeHHH

coJiepXKaTcA MepCcOHaNbHBIC HaHHBIE PaXXJaHHHA B o0beme (mepeyucIUTh MepeyeHb
CBejleHUH, yKa3aHHBIX B COOOIEHHH, O TIOJIb30BaTeENE).
AJIMHHHCTPAaTOpOM  IpyINbl  SABJIAETCH (cceika Ha  npodHIb

aIMHHHCTPATOpa, YKa3biBaeTcs, B Clydae, Korja cooOILEHHE pacnpoCTPaHEHO B rpymme B
COUHAJILHOM CETH).

VuuteBas n. 1 ITonoxenns o PepepansHoil cnyxbe mo Ham3opy B cdepe cBs3H,
HHGOPMANHOHHBIX TEXHOJIOTHH H MacCOBBIX KOMMYHHUKAIHi, YTBEP)XXICHHOIO ITOCTAHOBICHHEM
[IpaButenscTBa Poccuiickoit ®enepaunu ot 16.03.2009 Ne 228, nanpaBnsem Bam ykasanHyxo
HHOOpMAUMIO B KayecTBe HHOOPMHPOBAHUA WM OIS MPHHATHA, NMPH HAIMYMH OCHOBaHHH,
COOTBETCTBYIOLIMX MEP PearHpoBaHHs, HalpaBJIeHHbIX Ha YAaleHHe GYJUIMHIOBOrO KOHTEHTA.

[Ipunoxenue: Ha M., B 1 3K3. (NpHKJIaBIBAIOTCSA CKPHHILIOTHl HHTCPHET-CTPAHHIIBL,
noATBepXKIaonue GakT pacnpocTpaHeHus OYJUTHHIOBOH HHpOpManuu).

C yBaxxeHHeM,

[Ipencenarens Paboueit rpynnst MonogexHo# nanars




IIpunooicenue 2
Obpazey nucoma Paboueil zpynner  Monodescno
naiamut 6 aopec Pocxomnaozopa

Bpno 3amecturens pykoBoautens PockoMHan3opa
10.E. Konremuposy

VeaxaeMmsiii IOpuit EBrenseBuu!

PaGoueit rpynmoii MooaexHo# manatel B X04¢ MOHHMTOPHHTAa HH(OPMAIHOHHO-
KOMMYHHKAHOHHOH ceTn «MHTepHET» GBUT BBIABNIEH (AKT pasMEIICHUS HA HHTCPHET-CTPaHHUIE
(yxazate URL-ampec uHTepHeT-cTpaHHMIBl) HHGOpMANHH, COAepXaleit
NpHU3HAKH HHTEPHET-TPaBiH (KHOepOy/sIMHra) B OTHOLIEHHH IIOCETHTE HHTEPHET-PECYpCa.

Tak, Ha yKa3aHHOH HHTepHET-CTpaHULE IOJIH30BATEIEM (yxasath HHK

HOJB30BATEs) pa3MeLeHo coobnieHue ClIelyIOmero COZIEpHKAHUS:

(mpouMtHpoBaTh CcooOlieHHe ¢ OynmuaroM). B ykaszaHHOM coobmerMH

coJiepXkarcs NEPCOHANBHBIC JaHHBIE I'paXKJaHUHA B 00BeMeE (MepeurcIUTh NepedcHb
CBEIEHHH, YKa3aHHBIX B COOOIIEHHH, O II0JIb30BAaTENE).

AIMHHHCTPAaTOPOM HHTEpPHET-pecypca SBIIAETCH (uHdpopMaLMA MOXET

OBITH IIOJTYYEHA, B TOM YHCIIE, H3 O6LIEN0CTYHBIX HHTEpHET-pecypcoB Whois).

YuuteiBas n. | Ionoxenns o depepanbHoit ciyxOe no Hamsopy B cdepe cBs3H,
MH(OPMAIKOHHBIX TEXHOJOTHH H MacCOBbIX KOMMYHHKaLMii, yTBEPKICHHOIO IIOCTAHOBJICHAEM
IIpaBurensctBa Poccuiickoit @epepanun ot 16.03.2009 Ne 228, nHampasnsem BaMm ykazaHHYy10
HHpOpManMioO B KauecTBe HHG)OPMHMPOBAaHUA M JUIA NpPHUHATHS, NPH HAIHYHMH OCHOBaHHM,
COOTBETCTBYIONIMX Mep pearipOBaHuUs, HAIPaBJICHHbIX Ha y/jajieHue OyJUIMHrOBOro KOHTCHTA.

Ipunoxenue: Ha 1., B 1 9K3. (IpHKIaABIBAIOTCA CKPHHLIOTH HHTEPHET-CTPAHHLIBI,
noATBepxaaomue $HakT pacupocTpaHeHHs OyIJITHHIOBOM HHGOPMALUH).

C yBaxkeHHEM,

ITpencenarens Paboueit rpynmel MonoaexxHO#H ITanaTel




POCKOMHALA30P

POJlIb U MECTO 3ALLUTbI MPAB CYBBEKTOB
NEPCOHAIbHbIX OJAHHbLIX B OBECNEYEHUA
| KUBEPBE3OMNACHOCTHU




v KUBEPBYIUIUHT,
TPONUHT

v BbIMOTATENIbCTBO v ATrPECCUBHbIN MAPKETUHI

_ % POCKOMHAA3OP 1
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> MPAKTUKA IPUHSITUS! ycrosii > MEPEMAYA 7] no
nosib30BaTENBbCKOro cornaweHna no ymon4aHuio He3allUllieHHbIM KaHanam cBSI3M

> XWULWEHUE NAQ > WUCMNOJIb3OBAHUE
reonoKaLlnoHHbLIX CepBUCOB
» WCNOJNb30BAHUE «cepbix» MOOUNbHBIX

NPUNOXEHMUNA > PACMPOCTPAHEHME N[ B 0TKpbITbIX
WCTOYHUKAX
» OUIUUHT

» OBLEHMUE c BupTyansHbIMK Apy3bsiMu
» NOBCEMECTHOE UCIONIb3OBAHUE
BUAeoHabnoaeHus
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o MPUCBOEHWE NUYHOIO UMYLLEECTBA
FPAXXOAH OBMAHHbLIM MYTEM

o Bpen ncuxuueckomy, HpaBCTBEHHOMY U
[yXOBHOMY 3[10POBLIO rPaXaaH

o HapyLlieHue npasa Ha NIMYHYIO XWU3Hb
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o [lpuHyxaeHue K
BbIMOSHEHUIO BONW TPETLUX NUL,

o MoHeTusauus nonbaosarens cetu NHTepHer,
T.€. NONb30BaTENb CTAHOBUTCA TOBApOM

ManunynupoBaHue CyOHeKTOM NEePCOHaNbHbIX
[aHHbIX
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CYE'bEKTOB I'IEPCOHAJ'I belX nAHHbIX

& KOHBEHLUSAA COBETA EBPOIbI
O 3awmre rsnyeckux nuL Npy aBToMaT3poBaHHo 0bpaboTke nepcoHanbHbIX gaHHbIX ETS Ne 108

¢, ®EAEPANbHbLIA 3AKOH POCCUACKOW ®EEPALIUU
«O NnepcoHasbHbIX AaHHbIX»

v PEBEPAJIbHbIVN 3AKOH POCCUMCKOW ®EAEPALIMM
«O6 nHdopmauumn, UHHOPMALIMOHHBIX TEXHOMOTUAX U O 3aLUUTe MHOPMALIMN»
(B “wacTu nopsaka 6nokuposkn MHopmauum B cetv UHTepHeT)

& NOCTAHOBNEHUWE NPABUTENLCTBA POCCUUCKOW ®ELQEPALMU
«O ®epepanbHoi cnyxbe no Haasopy B cepe CBA3N, MHOPMALIMOHHBIX TEXHONOTMN Y
MaccoBbIX KOMMyHUKaLA»
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HAPYLUEHUA NOPAOKA OBPABOTKU MEPCOHANBHBEECIAHHBIX:

QO Heperynupyemblit 060poT UHGOpMaLMK, coaepx*alleit nepcoHanbHble JaHHble

Q HecooTeeTctBre 06pabOTKM MEPCOHANbHBIX AaHHbIX AEKnapupyemMbiM B NOMb30BATENbCKMX
cornatuenuax MHTepHeT-koMnaHuit uensm obpaboTku nepcoHanbHbIX AaHHbIX

Q Coop wn aHanu3 nepcoHanbHoOM  WHdOpMauuu  nonmb3oBatened, B TOM  4ucne,
NEePCOHUULIMPOBAHHOM 3aMHTEPECOBAHHOCTU NOMb30BATENs K onpeAeneHHbIM ToBapam

O Wcnonb3osaHune nepcoHanbHbIX AaHHbIX NOMb3osatens ceTi VIHTepHeT ¢ Lienbio NPOABMKEHMUS
TOBapOB, paboT, yCAyr Ha pbiHKe
1 Cosfanve hanbLUMBbIX akKayHTOB B COUMANbHBIX CETAX

O Wcnonb3osanne NepCoHarbHblX AaHHbIX B KOMMEPHYECKUX Lienax

[ O6uenocTynHOCTb NUYHOM MHGOPMaLMK
~ ©&POCKOMHAA3OP 5




AUC «Peectp HapywuTenei npaB CyobeKkToB NepCOHaNbHbIX AaHHbIXY

LENb:

OrPAHWYEHUE QOCTYNA K MHOOPMALIMKM, OBPABATHIBAEMOM C HAPYLLEHUEM
3AKOHOOATENLCTBA POCCUMCKOWN GEQEPALIMM B OBNTACTU NEPCOHANBHBIX AAHHBIX
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HANMYME CUCTEMBI O 3AUJMTE MPAB CYELE (TOB e RN AL

CNOCOBCTBYET

Hoctnxenunro BAJTAHCA uHTepecoB

Nwunoctu, obulecTsa u rocygapcTea

COXPAHEHUWIO

HENPUKOCHOBEHHOCTU uyAcTHOM
XU3HU

CoxpaHeHuo

NCUXONOrMyecKoro
300pOBbSA rpaxaaH
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